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PRGMULOATING AULES GOVEIING SNCURITY OF GLASSIFIED SuTIER Ik
. | COVERNMANT ODYIGES.

The followving regulutions entitled "SECUNITY (F CLASSIFIED
MATTER TR COVERIINT DEPARTIGNTS AND LHSTRUIENTALITILS® for safe-
guarding official matters affecting the national sgeurity, to be
anforce’ and obmerved in all departmenis, buresis, offless and
agoncles of the government in sll nutional, provineisl, mmicipal
ed oity levals, are hersby premulzated:

SECURITY OF CLABSINFIED ~4UTTER IN
GOVERIENT DEP. NOENTS & INSTRUMENTALILIES

Seotion I
GEMERAL
1. Clasaifisation categories, -
gs (fflolal nmattor vhich requires protection in the
intorest of national seeurity shell bo limited v four categcriss

of olassification which, in desconding order of importence, shall
carry rto of the following designationg:

’1 TOP SECHET

12} ssoamr ¥
‘3 CONFIDENTIAL
4) RESTRICTED

be The classifiovtions mentioned in subepay Y

above shall not ba sttached to a matter vhich does not ve
the national escurity or whioh does not relate to any one of thoze
specifioally enwmerated in parogrephs 4, 11, 17, and 23, below,

2 Netinftion of termg, «

L e e ferm TDipartaent® i¢ <esd to cver ey Pilipe -
b, e torm Wustter® includes everytaing, regardless &
1% phystoa] churustar, on or i vikdh {afornstion 1o recorded oF
notes, lstters, de'm. on;u. phm: . ) e s'
mashinery, modsls, apparatus, devisss, amd ell other produets or gubs-
tmt&luwmm&mm&mﬂ. Information which s
tranandtted orally 4s midarod as Sxatter® for purpsses of security.

o. The term %0f4c0r® (nelndes any Gvernment or istied Forees
official of offioer perdanontly or tesporarily exployed {n e Departe
Bont es defined in g,

d. The term “dooumont® covers any for. of recorded informa=
tion, ineluding printed, writien, drewn or painied matter, sound
recondings, photogzrapha, filns, ete. ®Dowumenta® are insluded in “matter®

’ o The term squipment® inocludes machinery, apparatius,
devices, supplics, sssmmition, ete.

fo %gscurdty Cleavanos® is the certificstion by a respensible
authority that ths perscn éuer!.bd is aleared for asccess Lo cleseified

nmatter at tho spproprinte level, Vd
ge Tho term Msed to know® g inoiple ubereby accesr
toclu%m iy cnly be given ”W"W . :@mf :

F tanic dutieds . Persons
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he The term “ouotodian” is an individual who has
posscesion of or is otherwise charged with the responsibility
tor safeguarding and sccounting of classified material.

i, "Cortificate of Destruction® is the certificeation
by & witnessing offirer that the clsssified matter described
theroin has beon disp.red of, in his presence, by approved
destruction methods (ANKEX A;. '

§o The torm “physical sscurity” is the eafeguarding
by physicsl moans, suoh as gusrde, fire protection measures and
ther sifilar mcans, of information, persommel, proporty,
utiltties, fecilitics and installations sgainst comprosise,
trespass, ssbotage, pilferage, theft, espionage or any other
dishonest or criminal act,

2 %3%2:‘;; %ff?gggg. « A projerly trained and cleared
Seourity Ufficer s b0 appointed in every Departmont of the
Government which handles claseified matter, He shall andergo
training to be conducted by the Kational Intelligence Cooréi~
nating Agenty or Armed Forocas of the Philippines intelligunce
agenoies, Mo chall be responsible to the Head of the Departaent
for the implementation and enforcemsnt of these regulaticns and
the necesssry action on breaches of avcurity. Before eappoini-
went as & Secuwrity Officer, an officer must first be cleared by
the Heed of the Departmeat fo, access to the highoot classified
mattor the Department is suthorized to handle. In providing this
clearance, the Head of the Department may coordinate with the
Notionel Intelligence Coordinating Agemcy or the Depertament of
National Defense,

Saction 11
TOP SECRET MATTER

Exanplest

&, Vory important poiizical documents dealing with
such matters as nogotiations for msjor slliances,

%, Major governmestal projecta such as drastic proe
posals to adjust the nation's economy (before official publi.

cation),

¢. Matter rclating to now and far reaching experi-
mental, technivsl and scientific developments in methods of
warfare o1 defenso, e.g., vital matter relating to stomic
warfore, dcfense against bilological warfare, or matter affecting
{:turo oporational strateogy. 4 TOP SECRET grading is justified
t

(1) It is likely to influence military strategy
materiallys

(2) 1t gives us a prolonged military advantage
over other nations;



@

(3) 1t is ldsble to compromice some¢ sther project
similarly graded. _

d, Critical inforomation rclating to vital gtrategic
areas end the supply of vital strategic materiales,

os Information which would indicatc the capabilities
or wajor succesgus of our intelligence services or which would
isperlil ceoret sources,.

f. Critical informntion sbout cryptography in so far

wrk me Lt relates to dovices and cquipment under development,

g+ Cortain compilations of data or itums which indi.
vidually may be cleseified BECRET or lower, but which col-
lectively should be put in a higher grade.

5. Glaspifisution Authority. -

8s Original classification authority for sssignment
of TOP SECRET claseification rests oxclusively with the Head
of the Departaent, Thie power may, however, be delegated to
authorised officere in instances when the nccegsity for such
arisos, ’

be Derivative classification authority for TOP SECRET
classification say bo granted those officers who are required
to give comments or responscs to a communication that negesei-
tates TOP BECRET response.

6. Reprodugtion. -

a8, TOP QECRET matter may be copicd, extracted, or
reproduced only when the classifying suthority has authorized
such sotion. Peraission to reproduce shall not extond beyond
8 specified numbor of copicve which are to be accorded the sace
troatmont es the original, At the time of fssuance of any TOP
SECRET document, the classifying euthority shall imsure that
;u:? copy of the document contzins a notation subataniially as
ollowss

‘ (1) “Reproduction of this document in whole or
$n part 4o prohibited oxcept with the permtssion of the issuing
office or higher authorityi" or

(2) “Reproduotion of paragraph(s) of
thia document is prohibited except with the permiseion of tke
dssuing office or higher authority; othor peragraphs say de
raproduged,”

be The reproduction of TOP SECRET matter shall be
carried out under the supervision of en authorized officer-
All meterials and waste incidental tc the reproduction shs .1
:; a::guatcd for and dispocad of as prescribed in cubeparagraph
a OWe

7. fﬂ!ﬂﬂfﬁlﬂ- « The Hoad of the Department shall require
physical inventory of all TOP SECRET matter in the cuetod; of

hie Departmont at least once a year. Appropriatc action on
custodial deficiencies shall be made,

8. ZIrsnemission. -

a. 7YTOP SECKET matter in the clear chall be tremsmittcd

N et
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by any of the follswing meanss

(1) By direct sontact of officers conoerned,
(2) By the officislly designsted courier.

(3) By eccocpunied Dopartment of Foreign Affsirs
diplomatic pouch,

, b, TOP SBECRET metter shall not be transsitted by aail,
¢Xpress or eloctrical soans, unless in eryptographic form.

9. Storage. - TOP SECRET mattor shall be stored =

®s In a safe, stecl file cabinet or other steel cune
tainor equipped with o builtein, thres-position, disl-type
combination loek which is of such weight, aise and oonetruction
as to ainisize possibility of physical theft or damags by fire

or tempering,

be In a secure room or vault whick is approved for
auch use by the Hoad concerncd and which assures protection
comparable to subeparagraph a sbove.

10, E%ggeng;éfa. = TOP BECRET matter, shich becomes eli-
giblo for destruction inm aceordance with approved schedules,
shall be destroyed as presoribed below:

|
& Destruction shall be accomplished by burning or
pulping by the custodian in the prosenco of & witnessing
officer dosignnted by the respensible Heed, Witnessing psrson-
nel must have & TOP BECRET clesranve,

be A certificate of dewtruction shall be prepared
and forwarded to the originating office.

Section III
SECKET MATTER

11, DPefinition caiOEBation and saterisl (p 4
IALION oF of ADY Fovernmental sorivify ¢ amiti rals
Exanples:

8., High level directives dosling with isportant
negotiations (as distinct from asjor negotiations which would
be in the TOP SECRET category) with other countries,

b. Proposals for new echemos of governmental op other
controls, foreknowlodge of which would seriously projudice their
operation,

Ce Matter relating to certain new mothods of wurfare
or defense, including setiontific and tochnicsl dovelopments, not
classified us TOP SECRET, %8+, Naw designe of Bervice sireraft,
gutdod projectiles, tanks, rader and anti{-gubmarine devices, A

ECRET grading ie Justified 1if:

(1) It satertal influences
ailitary tactics; 1y ©8 & sajor sspect of

‘-k-
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. (2) It tavolves a novel prirciple applicablie to
sxisting isportant projoots;

(3) 1t ir sufficiontly revolutionary to rewult in
& major advance in uxisting techniques or in tho performance of
exiating seoret weapons;

(4) 1t i¢ ldable to compromice some other projecte
already so raded, .

kh 4, Plans or dotails of schemes for the defense of areas
€ grther than vitsl strategic areas, including plans or particulars
of ovperations connectod with them,

. €. Vital militery information, including photographe,
Baps, $tG., relating to important defonges, estab;isbacata. and

inetalistione,

f. Intelligunce which i{s not in the TOP SECRET category
but which would rovenl a sccrot source, or the value of whigh
depends upon concenling the fact thet we posseas it,

8¢ Cryptographic devicas and equipwent unless
apocifically ussigned to a lower claseification,

ke Certain compilations of data or items which indi-
vidually may be clnon!fied CONFIDENTIAL o lower, but whiek
collectively should be put in a higher grade,

. 12, Clagsificntion Authority. - Sass es for TOP SECRET
sattor,

13. Baproductica. - Same as for TOP SECRET matter,

b, tggion - SECRET matter shall be tranasitted es
indicated below: :

a, Betwec. points within the Philippinest
(1. Diiect contast of officers concernsed,
. (2) Electrical means in cryptographic fora,

(3) Courier specifically suthorized by the
transmitiing agency, A

(4) Puitippire registored mail,

bs Between polnte from within and cutside the fhilipe
pines and vice-versa, and betweon points outeide the Philippines:

(1) 4s osu*horized in sub-paregraphe 1ha(l)
through (3) esbove,

’
(2)  Accompanied Department of Poroign Affairas
diplomatie pouch,

15, 55;;55%. - SECRET matter shail be stored in s manner
&uthorizod for TOP SECRET documents, or in metal file cavinets
squipped with a cteel lockbar and combination padlook of whieh
the manufecturer's ‘dentification nusbers have been abliteratod.
The file cabinets muct be of such sisge, weight, conatruction

or installation o¢ eu ‘o minimize the ohamce of unauthoriced
physical removal or ihe possibility of persons guining

-8



usauthoriged access by transferring or msnipulstion or danago
by five,

16, Lugtigne ~ Sane as for TOP SECRET matter except
that the witneowing officer need have SECRET clearenve only and
that no gertificate of destruction nsed bo propared, Only
recorde of destruction shall be saintaised.

Sosation 1V .
CONFIDERTIAL MATTER

 §i:: fgiiiﬁ:? X
. TITH

Examplees _ _
as Plans of Governmont projects suoch as lund develop-

sent, hydro-elestric schemes, road development, or development
of mreas, .

be Routine Service reports, e¢.g., on opsrations and
exoroises, which contain information of value but not of vital
intersst to a foreign power,

os Routine Intelligence mports,

/é. Technical matter not of sajor importance but which
has a distinet military velue or requires protection otherwise,
Cefoy HOW WOApOHS c8loulated to influence minor tsstics or
Sorvice tests of war equipment of & etandard pattern, A CONFl.
DENTIAL grading 1o Justified 4f:

- (L. It 40 wore than & routime modification oy
logical improve.snt of existing natoriuls and is sufficiently
eivanced to result in sudbstantial iaprovesesit in tho performance
of existing CONFIDENTIAL weapens;

(2) It te suffictently important potestially to
seke it desirable to poatpone kaowledge of its value reaching
a foreign nation;

(3) It is liable to comprozise some other project
already so graded,

¢. Certain personnel records and staff aattors,

fo Certain compilations of data or itens which inds.
vidually say be rlassified RESTRICTED, or which Eay be une

ci:cliticd. but the aggregation of which enhances their socurity
vaiue, . ,

€8s Hatters, invostigations and dogusents of o personal
and disoiplinary nature, the knowledge of which is desirable to
safeguard for sdministrative reasons.

he 1dontification of porsonnci being investigeted for
sisconduct, ancmaly or fravd prior to the filing of appropriate

charges or coempletion of the find
Pﬂrvg:e. onp indings of boards erasuted for suck

- 6 -



18, Lasalfiontio gthority, = Any officer is authoriced
to assign CONFIDENTIAL clessification to eny mstter in the
performance of hie duties,

19. Regp ction, = The copying, e¢xtracting from or reproe-
dustion o NFIDEX

AL matter 1s authorised oxcept whenm the

originator or higher authority has speoifically denied this
authority,

20, Zransmission. - Same as for SECRET matter,
"« 1. ftorege. - Same es for SECRET matter.

a2&, gggggggﬂggf. - 8ame no for BECRET matter oxcept that
the presonce of a witnessing officer snd records of destruotion

are not raquired,

Seation V
RESTRICTED MATTER

Examplen:

8. Dopartmental books of instruotion and training and
teshnical documenty intended for officisl use only or not
intendud for release to the pubiic.

b. Routine informetion relating to the supply and pro-
euregent of military stores,

¢. Minor modifications and routine tests of equipmunt.

d, Certain compilations of data or items which indi.

vidually may be ‘nclassificd but which in the aggregate warrant
a8 clessification,

T : Ly he same a3 fop

WWIDSNTIAL matter, Reproduction is suthoriszed. Tranemission
shall be through the normal diesemination system, Destruction
shall be the sese as for that of CONFIDENTIAL matter.

Scetion VI
CLASSIFYING ARD MARKING

25, ggnfgg%. = The originators of classified matter shall
be rospousible for iis proper olassification, Overclameifi-

cation should be avoided because it prejudices the integrity
of the classification system, doprecistes the importance of
correctly clacsifiod matter and creatos unncoesssry delay,
expense and administrative burden,

26. Buleg for classification. -

as Documents shall be classified asccording to thotr
content,

“«?a
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b, Th. .verall claasification of a file cf a group

' of physically conr cted documents shall be nt leaat as high aze -
that of the highest classified documest therein. Pagén, para-

graphs, soctions cr comporents thereof =iy bear different

clasai fications, Dcrumente separated from the file or group

shall be handled in accordance with their individual classifi-

cations,

¢e Traunsmittal documents or indorscments which do not
contair classified information or which contain information
. o *Jeleaseified lower than that of the preceding clement or inclosure
shall include a notation for automatic downgrading.

d, Correspondunce, indices, receipts, reports of
A posscesion, transfur or destruction, catalogs or accession lista
shall not be clssaified 4f any rceference to classified matter
does not disclose ¢lsasified inforeation,

£r RO AT SR ST e

o, Classificd matter obtained from other Departsente
shall rotain the same original clasgification,

f. Classificd matter furnished to the Philippine
Governmont by a forcign government or international organi-
sation shell be assigned s clsssification which will assure a
degree of protection equivalont tc that required by the governe :
vent or internctional organization which furaished the classie ;
fied matter, In addition, eny spscial handling instruction ;
shall bo complied with,

4 27, rYy
sariked us fo

e !ahgnn% Qgggggngg. = The assigned classification
for undound dcoumonts, such as letters, memoranda, reports,
telograss and eisilar docuseats, the pages of which are not
peraanently and securcly fastencd together, chall be marked or
stamped (nmot typed) conspicucusly at the top and bottos of all
pages which contain classified information. In marking, stauping,
or printing the slassification categories, the letters shall be
larger thas the nurmal lettering of the rest of the docusment,
Front and Sack covers, and title pages, whan uced; first pages;

v and any routing instructions or other papers of sny size which
conceal or partially conceal the cover, the title or first page
shall bear the marking of the overall classification of the
document, Other pages, except pages of messages to be tranes-

~mitted ¢lectrically, shall be msrked according tc the olassifi-
cation of their own content, A cover shall be marked on its
outer surfase.

edng, « Classificd matter shall bs

lowss

ST A N AR 1 o 2

-, IOy 2P

R,

erpanently bound documentsa. - A permanently bound
doocument is de? d tich ¢the pages canpot be
renoved without damage or mutilation, The classification of
permanently bound documents, such as bcoke or pamphlets shall
s be conspicuously aarked, stamped or printed in letters larger
than the norsal lettering of the rest of the cover or page,
at the top and bottom, on the first and back pagus, and on the
outatide of the back cover,

L 1Y RELAENS . SRADLYDE OFf L ORGe The ¢lugaifi-
cation of a paragraph, chapter or section shail be indiceted
by f{neluding the initial of the appropriete classificsticn in
parenthesis at the ond of such paragraph, chapter or section,
Unelassificd parts of classified documents will de marked "(U)*,

-8 - H
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4 prpductions - L11 copien or reproduction of
elas‘itied.mé%fgr shall bde¢ marked in tho same mapncr as the
original,

ographs - Negatives shall be sarked with
the apprepriate clasa 1 nt on sarkings and kept Lo containers
bearing conspisuous clasaification sarkings, Roll negatives
shall be marked at the beginning and ond of ench strip., Single
nogatives sholl be marked with the appropriate cloncification,
The top and bottom of each pnotographic primt and the conter

of the reverse side shall be ceriked with the sppropriate clasei-
fication,

Motion pleture mg - Classified sotion
pioture filus shall be marked et the beginaing snd eud of sagh
roll and ${n the title of each film, and shsll be kept in con-
tainere boaring conspicuous classificaticn markings,

(3 ﬁﬂﬂﬁﬁ;§!22§ﬁﬁnga - Classified sound rocordings :
shall be marked on xeadily obaervable portions with the approprie :
ate markings, preferably at the beginning and at the end; when #

astored, the container shall display similar markinge, When
possible the slassification shall be announced at the boginning
and ond of recordings,

Chant=, coni §LEEicsa.- Claseified charts,
| - mape and dr g3 shell csrrg he classification sarking under
A |

i the legond, title blcok, or scale in such a manner that it
can be reproduced on all copiles eade thorefroas, Such olessi-
fication shall alsc be prominently msrked at the top «nd

L bottom in each instance and, if the document ie rolled or
' ’i folded, on the back in a clearly visible place,

i
P
|
|
1
i

g adycte or substance « The assigned classifi-
cation shall be oconspicucusly me -od on olassified produots
or substances and on their containers, if possible, If the
articls or c¢ontu'.ner cannot be marked or if it is neooesasry to
sonceal the classified nature of the material, written notifi-

cation of tho classification skell be furniohed the recipients
of such products or subastences,

o TR TR T I SRR e R BRI T

; rinl. - Uncla=sified saterial
e " BIFIED, unless it is ssaential to
conveygeto a recipicnt of suoh saterial thet it has beon examined

spocifically with the viow of {mposing a clesasification and that
it has teen dotermined to be untlasoified,

. ' horized yoreonu
outside the Department, the following notution. in addition to
the assigned classification markings, shail b¢ plased on the .
p dooument, on the material, on ita contasiner, or, when as inCicated
in sub-paragraph g above, sarking is iapracticabls, on the wrieten
notitication of 1ts aseigned clsasification:

“This material ccntaine inforazation
affooting the national security of the Fhilip-
pinea, the transuission or revelation of which
in apy mannor to unauthorised porsonn ia
punishable under the Revised Penal Code antd
the Espionage Act (CA Kr 616).%

e 9 e



a. All pages of unbound TOP SECRET and SECRE? documente

shall be marked with the followings (COPY or COPIES)
- (PAGE of PAGES)

be 411 bound TOF SEURET and SECRET matter shall be
sarked on the front cover ans followss (COPY oF COPIES,

_ Scotion VII
CONTROL OF CLASSIFIED MATTER

29, ks « = Heads

of Departments handiing clessified matter ehall issue orders
deaignating thair respective custodians of classified matter.

Cuptodiane chall -
& Btore sll classificd oatter.

b, HKaintein s registry of classificd matter showing
all classified matter received and to whom transaitted,

¥

¢ Maintein s current roster of persons suthoriged
acoess to classified matter for each classification in the

-offico,
74, Insure physionl scourity for classified matter.

e, Condust an inventory of all OF SECRET matter as
sphcified in pavragrsph 7,

v £, Upon his raliif, account for all TOP SECRE! and
S8ECRET matter by invemtory and transsit the same ‘o his
SUGCesSOY,

aent pers aro prohibited | ping privite records,
diaries, or pap re containing statements of facts or opinions,
either official or pyrsonal, concerning sattors which are
related to or which affect msticnal interest or security, Also
prohibited are the colloction of souvenirs or obtaining for
personal use whatsoever any matter classified in the interest
of nationsl security,

3. Qigggfﬁnggxga. - Dimsemination of claseified matter
shall be restricted tc properly cleared persons whose official
duties require knowledge or possession thereof., Rosponsibility
for the determination of “povdeto-know™ rests upon both each
individual, who has posceseion, knowledge or commend comtrol
of the information involved, and the recipisnt.

32.

a. Indiscrect discuscions or conversation involving
claseified matter shall not be engaged im within the presence
of or with unauthorized persons,

b. When o locture, address or informal talk to s

group includes clussified matter, tho speaker shall snnouss
the classification at the begzaaius cnap:ud of the period, *

«10.
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2o ALl personnel lsaving the Goverzment Sorvice shall

be werace &@ilast valewtud dlsclagures of cdaeailiod gakier.
ol

Department,

,_Polisy. = Fo porsor in the Goverasent
. 'ally, visually or by written communication any
olaseified matter outside his own Departaent unless sush dis-
olosure has bee¢n procossed and clearsd by the Departacnt Head
or his suthorized reprossntative,

b, BRelemse of classified matter to Congross. -

(1) Goverasent porsonnecl, whon giving oral
testinony bafore Congressional Committees involving clessified
satter, shall advise the committeo of the classification thereof,
Government personnel called upon to testify shall obtais meces-
sary and prior instruction from his Department Head concerniung

dicolosure,

(2) Wnen Congressionsl members visit Govermment
offices, Departsent Heads are authorized to sslease olsssified
satter which is deesmed an adequate rooponse to an inquiry pro-
vided that it is required in the performance of officisl
funstions,

LY 2882 0NUr : s OPOL N LOVYErRRents ¢
Classified matter may be relcased to foreign governments or
nationsls of countries having defense obligetions with the

Philippines, in accordance with subeparagraph 34s sbove, The
relsace shall be made only sfter assurance by the requestiug

foreign agency or national that:

(.) 1Its uge shall be solely for the purpose for
which the classifiocd mstter is requested,

(2) 1t ahall be treated or handled in accordance
with the classification categories of the originating office,

(3) Mapdling shall be made by security-clesrsd
pervonnel,

(4) Reproduction and dissemination shall not be
made without the consent of the Department Head,

‘o bl A SARSRLIEZO0 §

Classifiod aa B&il be relecsed for public consumption
upon the consent of the Departsent Head or khis authorised
reprasentative, However, in instances where thers is & demand
or noed for releasing clessificd information, extreme care and
caution must be exorcised to analyte in detail the gontonts of
the classified matter before release. Normally, all inforsation
are released through Public Information Cffioure, Public Infore
sation Officors should be asaisted in the anslysis of classified
information by the Jecurity Officer.

/

./w'h g
e L PARSASSULS _Chrgugh got 004 ARG e ekingg. =

(1) Disclosure of classified satter in confersnces

e 1)

e R R

R
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and othker gethorings whick inelude personnei outside ¢hs Depsrt-

oot shall be lu eccordamse with subeparagraph 34a sbove. In
conducting conferences involving classified informution, the
gollowing data should be requested from each participant?

(a) Bume and desigustion or position of
participant,

(v) Addreoss of participant,
. (¢) 8Bignature of participant,
(2) Phyeseal scourity of the conference rocs

should be assured. JSponecring agencies shall cbeerve, =mong
other things, the following:

(a) A&rrangesents for sduiseion of thoae
porscns suthorised to sttend, All individusls muet produce
positive Ldentificatica, .

(b) Arrangements for protection of classi- ¢
fied matter bandled during tho ameeting. 4

(a) Comtrol of signsl equipment, notes and E
zemorenis, &

(4) Provision of sdequate gusrds, ¢

35. BRamc¥al. ol classifisd satier from eoffiges for officis)
nee.

. a, Classified matter shall not be removed from offices
for the purpese of working on such matter at night or for other
purposes involving personal convenionce. When nocessity requires
such removal, Depsrtucat Hoads tirough the Security Officer shall
ineure that adeguate controls are eostablished as followst

(1) An appropriate authority specificelly dosig-
nated by the Deportment Head shall suthorise cach resoval only
after insuring that adequate sccurity for the satorisl can be
provided,

(2) B8torege safeguards shall be strictly obsesved,

b, Department Heads shall maintain a temporery record
An whatever appropriste form of all classificd matter removed
Iron their facilities or instsllations to insure thet thoy are
acoounted for.

- 36,

&, Any porson who becomes asarc of the disclosure,
or the possibility of disclosure, of classificd smatter to any
unauthorised person, or the loss of a classified document,
shall immediately notify by the fastest means aveilable thes

(1) Seourity Officer of the Department having
primary interest (mormslly the originator), and tho

(2) Department Head of the individual he
custody. u vice

be The Dopartment Head of the i{nd{vidusl having
custody shall cause an investigation to be made, %his

3
b
';:;
!
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investigetios will fix individual rsaponsibility for the comprow
nioe or possibie compromise of TOF SECREY and SECREY matter asnd,
when it ocan not be estebliehed, will fix responsibility on the
appropriate officer who allowod the existense of inadequste or
insecure conditions, eshich led to the cospromise or possidloe
compromice, In every casv, the Head of the Department con-
oorned shall taks positive uction to correct deficisnsies

and prevent reourrenccs, including appropriate disciplinary
action aad/or criminal proscoution against responsidle indi-
viduale, ~ .

Bection VIXX
REGRADING AND DECLASSIFICATION

a. Each Department Hewd shall keop under continuing
review all classified information in hie custedy, or of prisery
interest tc him, and will initiste downgrading or declassifying
sction as soon as conditions warrant.

be In obvicus cases of overclassificstion or upder~
clnesification, higher authority may adjust the classnification
without referral to the origimator, cxcept to motify the
eriginator of the change of claseiftcatiocr. The erigimator
will then take the action specified in parsgraph &0,

e, Originators or letters of transaittal or other
covering documents, classified solely or partislly because
of classified inclosures, shall placc on such documents a
notation substantially az followss

"REGRADED UNCLASSIFIED (or appropriste
classification) WHEN BEPARA F;ON
CLASBIFIED INCLOSURES.®

v bs For classification _urposes, indorsemente aad
uusbered comments or routing elips will be hamdled as separate
docunents, '

0s Holders of classified matter may downgrade or
declassify thes when circumstances do not warrant retention
in the original classification, provided the consent of the
appropriate classification suthority has heen obtained, The
doun{rcding or deolassificetion of extrsots from or parsphrases
of slansificd documonts aleo require the gonsent of the spproprie
steclessification authority. Material which has beon clessificd
by a friendly foreign nstion or international organication or
another Department of the Philippine Government u.ll be downe
graded or declassified only mith the consent of the originator,

3%, a§§§§§&ng. = 1f the rccipient of classified matter
believes ¢ ¢ has been classificd too highly, he may requeat
the originstor for ite Gowngrading or declassification., 1f the
reciplent of unclassified material belioves that it should be
classified or if the recipient of claseifted saterial bolieves
that its classification is nmot sufficiently protective, the

recipient say request the originator to classify the material
or upgrade it,

- 13-
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as The officisl takizg action to declaseify, down-
grode or upgrade classified ssterial shell notify ell
addroesess to whom the materisl was origisally transmitted,
Officlals providing additionsl distribution (other than
initial) of olaseified materisl should notify all recipients
to whos the additionsl distridution was furnished of the re-
greding ection required,

b, When downgrading s documsnt in part, tho origi-

nating Department shall notify recipients as to the new classi-

fioation of seperste chaspters, sections, paragraphs or other
appropriste subdivisicns,

b,

Be § :
is declassified, do fed or upgraded, each copy of the
oaterial shall be zarked or stazped on tks froant cover or on
the first page, if the document has no cover, with e notice in
the following umanners

+ 5

(1) REGRADED (enter new
classification), BY AUTHORITY OF
(enter title or position of official sutho o aake the
change), BY : (entor anan.ogrcln ard
orgenization of the cfficial eaking the ckange),
(enter the date on which the change was ©efe):

b, i;eggggjges;gazlgg.;ggg = Regraded docusonts and
zatorial shsll be re-stasped or re-marked (mot typed) as pre-
esoribed in paragraph 27 above ond thy old classification

sarkings lined through, If the docusent is declaseifisd, tho
olaseification markings on the outeide of the front and back
covers, title pags and first and bLeck pages of the text should
be lined through., Pricts of motion ploturc filas shall show
regrading or decleassification action on leaders attachod bote.
ween the »lain leader and firpt title framo,

Ceo §§§§;gn§g:ggrgxig - When cln;oifted docusents on
file can not be imsediately regraded for obvious reasons, such
as the insbility fo screen a lapge voluse of files to locate

the docuszent, the Department Hesd consernsd say estadlish o
systes in which individual documents are regraded when chargod
out of the file for use or acreened for regrading purpoess,

whichever occurs first, In cascs requiring upgreding, materisl

whall de given storage safeguasrde required by the new classi-
fieation,

Bestion IX
TRANSMIBSION OF CLASSIFIED MATTER
b2, Clageified dogumept recejpts. -

o Transuiosics of TOP SECKET end SECRET documents
shall be¢ covered by a receipt eystem (ANNEX B), Transaiesion
of CONFIDENTIAL documoits may be covored by a receipt systen
when required by the sender. '

be The receipt forms will identify the addressor,
addrossees and the docusent, but should not contsin classificd

.1“.
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iaforzation. It shall be eignod by the recipient and returned
to the sender., The nams of tho recipient shall be printed,
stanped or typed on the form,

sats, - Classified documents shall %o covesred
as follows:

vith gover sheets
For TOP SHCRHEY « 8% x 13" white paper lined

{ANNEX C) ’ with 1/2® green border.
For SECRET - 8% x 13" ghite paper 1lincd
(ANSEX D) with 1/2% red border.
For CONFPIDENTIAL - 8% x 13% whito paper lined
(ANEEX E) with 1/2% blue border.

Soourity classificaticn and instructions are printed on the
front pags of t'w cover sheet., The dack page is designed to
show a record of transmissicn of the doousent it will cover,

‘ a. ALl classified documents (CONFIDEN?IAL and up),
from the moment they are initiated, shall be covered by
appropriate cover shoets, which shall stay with such documente
until both are authorised for destruction,

} b, When a TOP BECRE? or SECRET dosument is reproduced,
the reproduced copice ghall be provided with nuw cover sheets
and the "Nogord of Transmiesios™ on the baek pago ehall rsoord
only thoge personnel who handled esach copy from the soment of
its reproduction.

¢o Cover sheets presoribed by thic Executive Order
zhall b used only for classificd docununts tranemitted among
the various Departasnts of the Hationel CGovernment,

i smbt -

. e s

as Classificd documents for trenesmission by Philipe
gi:: regiostered mail or diplesatic pouch shall be prepared as
ollowss

(1) The documents shall be inclosed in two opague
envelopes or govers,

(2) A receipt shall be incloscd with the document
as appropriate,

(3) The irnmer envelope or cover shall bs addressed
and sealed with svaling wax, The return adress shoulsd likewise
be written in the imner envelope,

, (k) The classification on the fromt and back of
the 4inner eavelope shall he markod in such & way that ¢the
parkings will be easily seen whon the ovter sover 49 roaovved.
8pecial markings required shall b~ placed on the front of the
inner enveolope,

(5) The inner envelope shall bo inclosed in the
opaque outer envelope or cover. The elassificetion sarking of
the innor envelope muet not be detoctable through the outer
envelopes

«15 e




(5) The outer envelope with the inner envelope

will then be forwarded. Clmesifisation or other apocial marke
ings shall not appesr on the outer emvelope,

be Classified documente for trunsmisgicn through
specifically authorised couriers shall be propared as follows:

- (1) The doousents shall be inglossd in an opague
sealed envelope,
(2) 7The document shzll be covered by a receipt
a8 approprisie, _

, (5) The envelops shall de sddressed and provided
’ with & return addrees. WNo classifiostion or other sarkinge
shall appear on the eavelcpe.

LA NEARLE SO & - EAREENY s ’l'."l"“&ﬂ 0‘

d mtt sPansnissia 3hin a Departnent shall
be goverasd by rogulations issued by the Head of ths Depart-
nent,

deotion X
SECURITY OF CONTAINERS

46, Znlesked ocotsisere. - |
8¢ Any person finding a contsiner of classified
satter unlocksd and unattended chells

(1) Report such fact inno&tneols to the Head of
the Departrant concerned, or to the Security Officer,

(2) Hotify the percon reoponsible for the cone
tainer and its contents,

(3) Look ths contsiner.

be When notified that & conteinsr of classifisd
matter has been found uplooked and unattended, the individual
responsible for the container shall cheek the ccntents for
vieible indications of tampering,

~%e Porscus who find classificd matter cut of safes
and unattonded ghell imwedistely teport such feot to the Ncad
of the Departument or to tie Security Cfficer,

47, Ragord of lcokios L JRa08 ge = Officers
responsible for 10F SICNET and SEUKET matte saintain a
ragsord of the time and date the container is locked and use
looked .

48,

Ratiens.

a. Combinations shall be changed at lesst once every
siz (6) sonths and at such othor times ng deened appropriste,
and at the sarlicst prasticabdle time followingt

(1) The loss or poesible cospromise of the safe
comdination,

e lb e |




(2) The discharge, susponsion or reassignment of
any person having knowledge of the combination,

(3) The recoipt of & contsiner.

be. ldentification numbers must be obliterated froam
combination padlooks prior tc their use, Threce«position diale
typs combination padlocks, the combinations of which can be
changed in the manner as those of losks built intc safes, need
ot have tho monufecturer's idenptificaticn numbers obliterated,

49 Gonteed QL KEXS. - ¥oys aball bc.;“fcwdod as followss

as All keys shall be recordsd in n control register
and checksd periodically.

be All keys for contsiners of classified matter shen
not 4in use chall de placed in a locked kox in the office under
the care of a responsible officer,

s Duplicate keys should be placed in & socaled oon-
tainor and kept in s coshinstion safe,

4. The loss of a key zust bo reported to the Head
of the Department or to the Seccurity Officer.

o, Department Heads shall institute additional

asasures to safegusrd keys aprropriate to their respective
offices,

w’/;;ottcn X1
KISCELLANEOUS

8e Clasgified informaxtion which should be withheld
from foroign nationale shall be stamped or marked with a
speoial handiing notice as foliows:

SPECIAL HANDLING REQUIRED. RELEASE
T0 FOREISN MATIONALS %07 AUTHORIZED EXCEPT
(enter "Nono” or
namec: of represcntatives of foreign nations
specifically authorized tc have acoess to
the document) BY AUTHORITY OF

(enter title or position

of official suthcrized to deteraine whioh
foreign nationale aay have accass to the
docusent) DATE
(onter dats),

8. An individual on travel orders who is authoriged
to have in his possession classified mattor shall safeguard
_such matter by one of the following methodss

(1) By sontacting and availing of the stor
: agea
facilities of the necarest rospectdi
or Armsd Forcee iuneallatioa;p:: vo field or branch office,

17 -
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(2) By keeping tic mattor under personal physical
contro}, at all times. :

b, Persomnecl on trav:l status shall not carry classi-
fisd satter acrops internation:l borders where the classificd
mntter may be liable to serutiay by customs ingpectors or other
unauthoriged individuals, Suci matter ahould be seat in advance
by diplomatis pouch or dipiome:ic courier only.

[ g%ﬂgg. ~ Departmcit Heads shall vrovide for ower-
geney destruction or safo removal of all oclassificd matter
under their jurisdioction shoull civi) digturbanses, dissster
or snemy sction require such s:tion,

be Anggzgzg%;gggegzg;_ggga. - 1f a craft carrying
classificd matter orced dcvn, otranded or shipwrecked on -
unfriondly territory or on nou:ral territory where capturs

appears imainent or, undor any other ¢ircusmstances whare 4¢

appoars unlikely that the oclsssified matter can properly be

protected, such matter gholl bt destroyed in any nanner that
#1111 render recognition impossible, preferably dy burning.

53 %aggg;f*_gg_{eeg;;ﬁggg_ggggggg. - Cotton, rayon, paper
and silk typewriter r us ar insecur¢ until typed through
at lesst twice, Ins:sure ribb no shall be appropriately safee
guarded 4if used to type claseiried information. Nylon ribbons

are secure at sll tices,

Sb, gégggggggg_gggég; - Wiste, such as sreliminary dra’ts,
notes, distaphone- or othor-tyss recordings, typewriter ribbons,
carbon paper, stencile, stenog-aphic notes, carbon plstes, ex-
posed filn (Geveloped or undev:lopsd) and similar items contain-
ing classifiod inforzation shell be disposed of in a manncr
prescribed for similarly classified satter, Certificate of
destruction is not required, :

3%, Supplempentsry gecuri L_;ggn&g*gfgt. » Department Hoads
shall pub h reguiations to sipplemen g Executive Order

to include mrasures approprist: to their respective Doparimente
as indicated herein and to cov'r the following general oubjecte

or oircumstances: .

8. Movement control f organie personnel and viaitors
within their reepective jurisdictions,

bs  Secur.ty arrenges:nts in doaling with goveéﬁnent
contrastore engaged in projuct: conoerning classified matter,

e Security measures to safoguard clecsified infor-
gation transmitted through ¢le:tronic communication fmgilities,

Departmwent Heade shal . seek the assistance of the
Direstor, National Intelligenc. Coordinating Ageney or of tho
Secretary of National Dofense n preparing the above supploe
gontszl regulations,

56, W. - The Hemd of the Department shall
be responsible for the iassusne of security clearances in his
Dopartment, In thie regard he may coordinate dircctly with the

National Intelligence Coordine'.ing Lgemey or the Department of
National Defenase. '
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RESPONSIBILITY OF PERSONS HANDLING AYTACHED DOCHMENT(8)
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properly secufed,

2. Tronsfer the docuwsent(s) only to porsons who need to kmow
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WARNING s
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OF ANY GOVERMI@NTAL ACTIVITY THENECS OR VOULD BE OF GREAT
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(Vnotaseitied if not covering Confidentinl documont)

THIS 18 A COVER SIRET

VAANEING s

B UNAUTHORIZED DISCLOSUSE OF THE INFORMATION CONTAINED IN
THE AYTACHED DOCWENT(S) WIlllE KOT BHDAGERING NATIOMAL
SECURITY WOULD 5 PRBSUBICIAL 70 THR INTEREST (R FUESTIGE OF
THB MATION, ANY GOVEBRNUENTAS, ACTIVITY, OR WOULD CAUSS
ADAINIOTRAPIVE MABAIRSSVEY % UNWARRANTED INJURY TO AN
INDIVIDULL, (R WOULD BE OF ADVANTAGE TO A FOREIGN MATION,

RESPGRASIBILITY 0P FERSOND HANDLING THE ATTACIED DOCUMENT(8)s

1, Do not leave tho dosunent{s) unattended execpt when
properly secured,

2, Transfer the docunent{s) only tc por s who nesd to
know and ¥ho possces the roquired .«.urity clearancoe,

3, if so poguired shtaip 2 recoipt vhonever relinguishing
cantrol of the dccunent(s).

STORAGE s
8afo or filing cabinot with fron bar & combination padleck

EBFRODUGTION

Qopiss pay be oade of thuvse decurents exeept whon the
oviginating office has spoeificnlly atuted that no copy
siisll be wade withnut prior authority,

BISPOBITION

Rils cover sheet need not Be ineluded w'e:n the originad
dosuwsent {8 peruanontly filed,
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